YTBEPKIAIO

Jupexrop
I'AY KO «Craguon «Kaauauarpamn

/\/ —s=20 M
\/ 9 B.A. CaBun

1 =
« /// W preid. 2022 r.

M.II.

MOJIMTUKA HH®OPMAILIMOHHON BFE30IMMACHOCTH

rocyapcTBEeHHOro aBTOHOMHOTO yupexaenust Kaauuunrpaackoii o6aacta

«Crapnon «KaJguHuHIpam

Hacrosmast  [lonmtuka wmH(OpManuoHHON —GesomacHocTd  (maiee — [TonuTnka)

rocyaiapCTBeHHOr0 aBTOHOMHOIO yYPEKACHM S Kanmmﬂrpaucxcoﬁ o0JsracTu «Craamon

«Kanuauuarpag» (nanee — YupexjeHue) paspaboraHa B COOTBETCTBHM C  LEJIMH,

3aJa4yaMH U IIpUHIUIIaMA obecrieueHus 6€3011acHOCTH IIEpCOHATIBHBIX MaHHBIX U SBJIACTCA

O(i)I/H_II/IaHLHBIM JOKYMCEHTOM.

IMonurrKa pazpaboTaHa B COOTBETCTBHHU C TPEOOBAHUSIMH!

>

>

>
>

denepanpHOro 3akona Poccuiickoit ®eneparum ot 27 urons 2006 r. Ne 149-D3
«0O6 nadopmanuy, HHGOPMAIIMOHHBIX TEXHOJNOTMAX ¥ O 3aIUTE HHPOPMAITAN;
®enepansHOro 3akona Poccuiickoit ®enepanuu ot 27 mroist 2006 r. Ne 152-®3
«O TepCOHANBHBIX JaHHBIX);

noctarosienus IIpasutenscra Poccuiickoit @enepammu ot 15 centsaOpst 2008 T
Ne 687 «OG6 yrBepxmeHun Ilonoxenuss 00 0coGeHHOCTX — 0GpabOTKHU
IIEpCOHATBHBIX  JIAHHBIX,  OCYIIECTBIAEMOH ©0€3 HCIONB30BAaHUA  CPEJICTB
aBTOMATH3aLluN;

nocraHoBieHus IIpaBurenscrtBa Poccniickoit Peneparuu ot 1 HosOpst 2012 T.
Ne 1119 «O6 yrBep/ieHHN TpeOOBaHMHM K 3aIUTE MEPCOHAIBHBIX JAHHBIX MPU UX
06paboTKe B HHPOPMAIIMOHHBIX CHCTEMAX TIEPCOHATBHBIX JIAHHBIX);

npukaza ®CTOK Poccun or 18 deppams 2013 r. Ne21 «O6 yrBepxKaeHHH
cOCTaBa ¥ COJACPIKAHMS OPTaHU3AIMOHHBIX M TEXHHUYECKMX MEpP IO 00CCIEUCHHIO
6E30IIaCHOCTH TIEPCOHANBHBIX JI@HHBIX IIPH HX 00paboTke B MH(OPMALMOHHBIX
cHCTEMaX IIEPCOHATBHBIX JaHHBIX),

npukasza ®CB Poccun ot 10 mroms 2014 r. Ne 378 «O6 yTBEp)KIEHHH COCTaBa
M COINEp)KAHMS OPTAHW3AIMOHHBIX M TEXHMYECKHX Mep IO 00ECIeUEHHIO
GE30MaCHOCTH TIEPCOHANBHBIX JAHHBIX NPH HX 00paboTke B MH(OPMAIMOHHBIX
cucTeMax TIEPCOHAIBHBIX JTAHHBIX C HCIIOIH30BAHUEM CpEICTB
KPUNTOrpahuueckoil 3armuTsl UHGOPMAUK, HEOOXOMMMBIX IS BBIIONHECHUS
ycraHoBneHHKIX [IpaBurenscrBoM Poccnmiickoit deepamun TpeOOBaHUM K 3aIIUTE
HEePCOHABHBIX TAHHBIX UL KaXXI0r0 U3 yPOBHEH 3aIUIIEHHOCTHAY,
I"paktanckoro kozekca Poccuniickoit deepanuy;

VYcraBa  TOCYNApCTBEHHOTO —aBTOHOMHOrO — yupexienus — KanuHHHIpajcKoH
obmactu «CtaanoH «KamuHuHrpam,
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> U3menennit B YcTaB  TIOCYJapCTBEHHOIO  aBTOHOMHOTO  YUPEXACHUsA
KaymauHrpajickoit obnactu «Cramuon «KanuauArpam» ot 26 dpespaist 2020 T
> V3MeHeHW W JIONOJHEHMH B YcCTaB TIOCYJAapCTBEHHOTO  aBTOHOMHOIO
yupexnenns — Kammuumarpagckoir — obmactm  «Cragumon  «KanuHHHIpam
ot 29 nrons 2020 1;
» M3menenuii B YcTaB  TOCYJapCTBEHHOIO  aBTOHOMHOIO  YUPEXKICHUSA
Kamaunrpazckoit obmactu «Crapuon «Kamuauarpam ot 11 asrycra 2021 .
B ITonutuke ompesesieHs TpeOoBaHuI K pabOTHUKAM Y UPEKACHUS, NOIMYIIECHHBIM
JUIst paboThl B MH(MOPMALMOHHEIX CHUCTEMaxX IMEPCOHAJIBHBIX JAaHHBIX (manee — UCII/In),
CTENEHh OTBETCTBEHHOCTH TaKUX PaOOTHUKOB, CTPYKTypa M HEOOXOAUMBIH ypOBEHb
samuienaocta UCITJIH Yupexaenust, cTaTyc 1 0053aHHOCTH paOOTHUKOB, OTBETCTBEHHBIX
32 obecleueHre 6E30MacCHOCTH IIepCOHANBHBIX HaHHbIX (manee —I1JIn). B MCIL/JH
YupexaeHus.

1. OBIIHUE MOJOXEHMSI

Ienpro HacTosten 1otk SIBIIsIETCS:

a) obecrieyeHue 6€30IacHOCTH 00BEKTOB 3aIIUTEI VupexeHust OT BceX BUIOB yrpo3
(BHEITHUX, BHYTPEHHUX; yMBIIUICHHEIX, HENPEHAMEPEHHBIX);

6) MEUHMMHK3aIEs  ynepba oOT BO3MOXHOM . pealn3alyd  yrpo3 0€3011aCHOCTH
TMepcoHaNBHBIX NaHHbIX (Hanee — YBIIIn). ‘

Besomacuocts I1JIH, oOpabaThiBaeMbIX B YUPCOKICHUH, JOCTUTACTCSA IyTEM
MCKIIOUEHHs] HECAHKIMOHHPOBAHHOTO, B/ TOM 4HCIe ciydaitHoro pocryma K IIJTH,
pe3yNbTaToM KOTOPOTO MOXET —CTarh  yHHYTOKCHME, W3MCHCHHE, 0JIOKMPOBAHHUE,
KONMpoBanue, pacnpocrpaneHue I1/[H, a Taxke HHEIX HECAHKIMOHUPOBAHHBIX JCHCTBUI.

UndopMamms ¥ CBA3aHHBIE C Heil Pecypchl JIOJDKHBL  OBITH  JIOCTYIIHBI
JUISL aBTOPHW30BAHHBIX IOJIb30BaTeNell Yupex/ienus (pabOTHUKOB, IOIMYyIIEHHBIX L
BBIMIOJIHGHMS CBOWX JOJDKHOCTHBIX OO0sI3aHHOCTEW B MH(OPMAIIMOHHBIX —CHCTEMAx
IIEpCOHAIBHBIX JJAHHBIX).

Nupopmanus,  pasmemaemas  Ha  OoQuWIMaibHOM  CaliTe YupexeHus
B HHMOPMAIHOHHO-TEIEKOMMYHHIKAIIMOHHON ceTn «MHTepHeT» 6e3 cormacus cyOBeKTa
IIepPCOHANBHBIX JAHHBIX, HE IPEBBIIAET IEPEUHs MEPCOHAIBHBIX NAHHBIX, PaspeIIeHHOro
I OTKPBHITOTO OIYOIMKOBAHMS, YCTAHOBJICHHOTO HOPMATUBHBIMHU IPABOBBIMH aKTaMH
Poccuiickoit ®eneparyu. Pa3MmeIneHue JIONOIHUTEILHON uapopMard 0 CyOBEKTax
IIePCOHANBHBIX JIAHHBIX, BBIXOUILIEH 32 PaMKH Nepeduns WHGOpMAIKH, pa3peIeHHoN JyIs
OTKPBITOTO OITyOIMKOBAHMUSI, TIPOU3BOJUTCS TOJIBKO MPU NMHCHMEHHOM COTJIACHN cyOBeKTa
[EePCOHANBHBIX  JAHHBIX. PacmpocTpaHeHHe — NEPCOHANBHBIX  MAHHBIX cyObeKTa
TIEpPCOHANBHBIX JIAHHBIX HEOTPAHMYEHHOMY KPYTy JHMIl OCYIIECTBIACTCS C  COTIACHA
cyObeKTa IIEpCOHANBHBIX JAHHBIX Ha 00pabOTKYy IEPCOHANBHBIX NAHHBIX, Pa3speIICHHBIX
CyOBhEKTOM MEPCOHANIBHBIX JAHHBIX VISl pAaCIPOCTPAHCHUS.

B VupexueHHH OCYIIECTBISIETCS CBOEBPEMEHHOE OOHapyXKEHHE M pearupoBaHue
Ha YBIIJ[H ¥ mnpemoTBpalieHHe NPEIHAMEPEHHBIX WM CIyYalHBIX, YaCTHYHBIX MIH
TIOJIHBIX HECAHKIMOHUPOBAHHBIX MOJUDHUKALUMA UITH YHUITOIKCHHA JaHHBIX.



CocrtaB 0OBEKTOB 3amuThl, nepedens [IJIH, oOpabarhiBaeMBIX B NCIIIn
11 TOJUTESKAIIMX 3AIUTE, YTBEPIKAAETCS IPUKA30M IEHEPAIbHOTO TUPEKTOPa Y UPEIICHUSL.

Hacrostmas [TonuTtrka yTBep KIeHa reHepaIbHBIM JUPEKTOPOM Y UPEIICHHUL.

Tpe6Gosanust HacTosmed IlojuTuKKM PacIpOCTPAHSIOTCS Ha  BCEX paboTHUKOB
YUpeKIeHNs, a TAKKe MHBIX JIALI, B3aUMOJIEHCTBYIOIUX C YUPEKNCHUEM.

2. CUCTEMA 3AIIATHI MEPCOHAJIBHBIX IAHHBIX

CucTeMa 3alUThl HepcoHanbHbIX JaHHbIX (Hanee — C3[1/(H) Yupexaenus cTpouTes
Ha OCHOBAHHH:

> TepeyHs1 ePCOHANBHBIX JAHHBIX, IOUIEMKAIIMX 3aIHUTe;

» aKTOB OGCIENOBAHMS II0 pesyJabTaraM 00CiIe0BaHM UH(POPMAIIMOHHBIX CHCTEM

[IEpCOHAJIBHBIX JaHHBIX;

> yacTHBIX  Mojeleli  yrpo3  0e30macHOCTH — TEPCOHAIBHBIX JAaHHBIX

1py uX 06paboTKe B MHPOPMAIMOHHBIX CHCTEMAX MEPCOHANBHBIX JIAHHBIX;

> aKTOB  ONpEJENEHMs  yPOBHA  3AlMIICHHOCTH  TIEPCOHANBHBIX  MaHHBIX

1py MX 06paboTKe B HHPOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX;

> JOKaJIbHBIX aKTOB (IIPHKA30B, PACIIOPHKEHHUH) 10 Y UPSIKACHUIO;

> OpraHM3aIIOHHO-PACIOPSIUTEIEHON JIOKYMCHTALUH, OTHOCSINEHCS K CHCTEeMe

3aIUTH THQOPMAIIMH ¥ [IEPCOHATBHBIX JAHHBIX Y UPEIKICHAL;
> PYKOBOIAIIMX M HOPMATHBHBIX JIOKyMEHTOB MUHHUCTEPCTBA CBAM M MAaCCOBBIX
KoMMyHuKanuit Poccuiickoit ®enepanun (MUHKOMCBAZH Poccun);

> PYKOBOMIAIMX M HOPMATHBHBIX JIOKYMCHTOB YTIPABICHIL DerepabHOM CITyKOBI
mo Hamzopy B chepe CcBA3M, HMHPOPMATMOHHBIX TEXHOJIOTUT U MAacCOBBIX
xoMMyHuKanui (Ypasienne PockoMHanzopa Poccuiickoit denepanyn);

» pykopomsmux gokymenTop ®CTOK n ®Cb Poccun.

Ha OCHOBAaHMM OTHX  JOKYMEHTOB OIpefeisercs HeoOXOIUMBIH — ypOBCHb
samumienroctu I1){a xkaxmoit UCIT{a YupexneHus.

Ha OCHOBAHHH aHANM3a aKTyalbHEIX yrpo3 OesomacHoctd IIJIH, ONMMCAHHBIX
B YACTHBIX MOJENSX YIPO3 GE30MaCHOCTH MEPCOHANBHBIX JIAHHBIX, TEXHUYCCKUX 3a/IaHITIX
Ha paspaborky C3IL[H, pAenaercs 3aKIOYCHUC O HEOOXOJIMMOCTH MCIIOJIE30BaHUS
TEeXHUYECKUX CPEJICTB U NPOBENCHMS OpraHM3allMOHHBIX MEPOIPUATHIL Ul 00ecTeYeHN
6esomacuoctd [1J[H YupexaeHus.

36pannble HEOOXOAMMBIE MEPOIPUATHSA OTPAKAOTCA B [Tnane MEpOIPUATHIA
o o6ecIeyeHno 6e30acHOCTH HHPOPMAIMU U MTEPCOHATIBHBIX TaHHBIX.

[lraH MepOIpPUATHIL 10 06ECTIEIEHHIO OE30TaCHOCTH pHbOpPMaIX U NIEPCOHATIBHBIX
JTaHHBIX YTBEPIKIACTCS IIPUKA30M I'€HEPAJIbHOIO TUPEKTOpa VYupexaeHus.

B Vupexpenwnn, 11 WCIIJ[H, KOTOpBIC OTHOCATCA K roCy/1apCTBEHHBIM
VHGOPMAIIVIOHHEIM ~CHCTEMaM, HpPOBOJATCA MEPONPUATHS 1O aTTeCTalii NCTIIH
TpeGoBaHusIM 6E30IIaCHOCTH MH(BOPMAIHHL.

IIpu npoBeneHMH pabOT B  aKTax oOcjieloBaHUs  COCTaBJIAETCA IIEPEUCHD
FICIIONIB3YEMBIX TEXHUYECKMX CPEJICTB, IPOrPaMMHOIO o0ecIieueHns, Y4acTBYIOIIEro
B oOpabotke I1/lH Ha BceX 371eMEHTax VCIIJIH, BKIFOYAIONIIUX B CEOS:




a) TepeveHb OCHOBHBIX TEXHMYECKUX CPENICTB U CUCTEM (manee — OTCC);

0) mepeyeHs IPOrpaMMHOr0o 00eceyeHns, HCI0Ib3yEMOTO B NCII/H;

B) llepeueHb  pabOTHUKOB Yupexenus, JIOTTY LIIEHHBIX JUTSL pabOoTEI
B coorBeTcTByromeit MCIIJIH.

B sasucumoctr 0T ypoBHs samuuieHHocTd VICTI/IH 1 akTyanbHBIX YTpo3 C3I1/n
MOXXET BKJIIOYAThL  CJICAYIOIME TEXHUYECKWE  CPEelCTBA  3allUTBI HHpOpMaLK
(manee — TC3U):

a) aHTHBUPYCHBIE CPEJICTBA IS PAGOUMX MECT HONB30BATENIEH 1 CEPBEPOB;

6) cpesicTBa 3alUTEl HHOPMAIUU OT HECAHKIMOHMPOBAHHOIO 0CTYTIA;

B) CpEJCTBA MEKCETEBOIO OKPAaHNPOBAHMNS,

T) CPEICTBA KPUNTOrpapuuecKoil 3alluThl uHMOpPMALlUK, HCIOIB3YEMBIE IIPH
nepeiade 3aluiaeMoil KHpOpPMAIIH 10 OTKPHITHIM KaHalaM CBASA (manee —~ CK3U).

Crmcok ucnons3yembix TC3U orpaxaercss B «OKypHane yuera CPEACTB 3alllUTHI
nadopmarmmy. Crmcox TC3U noDKeH MOANEPKUBATECA B aKTyallbHOM COCTOSIHUH, a MPHU
sMeHeHnn  coctaa TC3UM  COOTBETCTBYIOIIME W3MEHEHMS JOJDKHBI OBITH BHECEHEI
B )KypHaIl. ‘

Crmcok wucrons3yembix CK3U orpaxaercs B «KypHaje MOIK3CMINIIPHOTO yHeTa
CK3U, osxcrmmyaTalliOHHOH | TeXHWYECKOW JOKYyMEHTalud K HHUM, KIHOYCBBIX
noxymenTosy». Crrcok CK3U normkeH MOANCPKUBATECA B aKTyallbHOM COCTOSIHHH, a MPHU
mmenenun cocrtaBa CK3M  COOTBETCTBYIOIIME HM3MEHCHMS IOJKHEI OBITh BHECECHEI
B )KypHaJl.

3. TPEFOBAHUSI K IOACUCTEMAM C3I1{n

C3I1JIn YupexeHus BKII0YaeT B ceOsl CIeAyIOmKe N0JCHCTEMBL:

a) yIpaBIIEHUs TOCTYIIOM, PETUCTPALIUEH M yUCTOM;

6) obecreyeHnst EeNOCTHOCTH ¥ JOCTYIIHOCTH;

B) aHTUBHUPYCHOM 3aIUTHI;

r) KpunTorpahuuecKoi 3aruThL.

IMomcucrempt  C3IIJIH  WMEIOT  pasjUYHBINA (QyHKIMOHAI B  3aBUCHMOCTH
OT OIpEJICNICHHBIX YPOBHEH 3alUIIEHHOCTA VCII]n, onpenelieHHbIX B aKTaX OIPeeIeHUs
ypOBHS 3aIUIICHHOCTH MEPCOHANBHBIX JAHHBIX MPH HX o6paboTke B MH(POPMAIMOHHBIX
crucTeMax IePCOHANBHBIX JaHHBIX Y UPEIKACHUS.

4. IOJIH30OBATEJIN UCIIIu

ITonp3oBaTeny — paOOTHUKA YupexaeHus, OCYIIIECTBILAIOIIIE 00paboTKy
IIEPCOHAIBHBIX TaHHBIX.

IlepeueHp IOIb30BATENEH, JOMYLIEHHBIX /10 pabotsl ¢ IIJ[H, ypoBeHb HX HOCTYyIa
¥ TH(OPMUPOBAHHOCTH Y TBEPIK/IALOTCS TEHEPAIBHBIM JIUPEKTOPOM VYupexaeHus.

[Tonb30BaTeNd MMET jgocTynl K obpaborke IIJ[H, KOTOpas BKIIFOYACT B ceOst:
BO3MOKHOCTH mpocMotpa I1JIH, pydso# BBox 1IJIH B cucremy UCIIdH, ¢opMHUpOBaHUE
CIIPaBOK ¥ OTYETOB 110 MHPOPMALHH, nonyuennoit u3 UCIT/TH.

ITop30BaTEN HE UMEIOT MOJTHOMOYMA Ul YIPaBICHUS MOJCUCTEMaMU 00paboTKK
nanueix u C3IT0H.




TTop3osarena VUCII/(H 061a1aI0T CIIEAYIOUMME YPOBHSAMH JIOCTYIIA F 3HAHUHM:
a) 00JI1a/Iaf0T BCEMU HEOOXOMMBIMU 3HAHMAMU VIS pa6otsl ¢ I1J1H;
6) UMEIOT JMYHBIH UICHTHPUKATOP (JIOTHH) 1 ayTeHTH(HUKATOp (T1ApOJIb).

5. TPEBOBAHUS K PABOTHUKAM IO OGECIIEYEHMIO 3AINUTHI I1/{n

Bce pabGOTHUKM YUPEKIEHMS, SBILIOMHUECS I0Jb30BaTCIIMU NCIIJIH, DOMKHBI
YeTKO 3HATH M CTPOrO BBIIOJHSATH yCTAHOBJICHHBIE MpaBwia M 00A3aHHOCTH 1O IOCTYITY
K 3aIMIaeMBbIM 0OBEKTAM M COOMIONATH MPUHATBIA peXuM 0€30IMaCHOCTH [1/1H, a TaiKe
OBLITH O3HAKOMJIEHHBIMA C PYKOBOIAIIUMHU  JTOKyMEHTaMH  TIO uH(GOPMALIMOHHOI
0€30IacHOCTH Y UPEKICHMS.

[Ipu BCTYIUIEHAH B JJOJDKHOCTH HOBOTO pabOTHUKA, OTBETCTBEHHBIN 32 OpPraHU3AIHIO
00paboTKM MEPCOHAIBHBIX JIAHHBIX U BBIIOJHCHUC MEPOIPIATUAI 1O . 06ECIICICHUIO
6€30MaCHOCTH [IEPCOHANBHBIX JAaHHBIX YUpeKIeHus (fanee — OTBETCTBCHHBII) 3HAKOMUT
yKa3aHHOro pabOTHMKA € HEOOXOAUMBIMH  JIOKYMCHTaMH, perIaMeHTUPYIOIIMH
TpeGoBanus 110 3amure [1]1H, a TaxoKe oOyuaeT ero npasmiam paborsr ¢ I1/1H B UCII .

PaGorHukn  YYpexjaeHus II0A  POCIUCH  3HAKOMSITCA ¢ JIOIDKHOCTHBIMU
MHCTPYKIMSMY, OpPTaHU3aIHOHHO-PACTIOPS/INTEIFHON JOKyMEHTaIel, OTHOCAIEeHCs K
cucteme samutsl 1J[H Yupexaenus, HacTosmed [TomuTUKon, TPUHATEIMI HPOLELYpamMu
pa6otst ¢ anementamu UCIIIH 1 C3I1/1H, a Takke ¢ [lonoxenuem 00 00paboTKe U 3aIuTe
TIEPCOHAFHBIX JAHHBIX Y UPEKACHUS.

PaGOTHUKH YUpEKICHHUS, UCIIOIb3YIOIIIe TEXHUIECKUT CPEiCTBA ayTeHTU(QHUKALNY,
B 0053aTEIFHOM IOPSJIKE 00ECIEUNBAIOT COXPAHHOCTD UIEHTU(GUKATOPOB (DJIEKTPOHHBIX
KJIIOYei) M HE JOIyCKaroT HeCaHKLMOHUPOBAHHOTO JOCTYyTIa (manee — HCI) x HuM,
HCKITIOUYAIOT BO3MOYKHOCTD MX YTEPH ¥ BEPOSTHOCTH MCIOJIB30BAHUS TPCTHUMH JINIAMHU.

PaGotHuku YUpexxJeHUs  TPOUHCTPYKTUPOBAHBI O HEOOXOUMOCTH  CJIEA0BATH
YCTaHOBJEHHBIM MPOLETypaM IOJUIEPKAHUA PEKIMA 6esomacHocty I1JlH mpu BeIOOpE
M WCHONB30BAHMM TApojeli (ecnd He  MCIONB3YIOTCA — TEXHMYCCKHE  CPCICTBA
ayTeHTU()UKALIAH).

PaGoTHUKKA YUpEXICHUS] O3HAKOMJICHBI C IIpaBUIaMU obecrieueHrss HaJJIeKalen
samuTsl o6opynosanus UCIIJIH, ocTaBiasemMoro 6e3 IpucMoTpa, 0COOEHHO B TEX CllydasX,
KOI'[a B TIOMEIIEHHe UMEIOT JOCTYII IIOCTOPOHHUE JIMIIA.

PaGoTHHKM YupexJeHHs KaK IT10JIb30BaTe/l O3HAKOMJICHBI C TpeOOBaHUAMU
1o 6esomacuocty IIJ[H M IpoleypaMy 3allUThl 060pyH0oBaHUA UCII/IH, ocTaBICHHOTO
6e3 IPICMOTPA, @ TAKKE 3HAIOT CBOU 00S3aHHOCTH TIO 00eCIIeYCHUIO TaKOH 3aIUThI.

Pa6GoTHUKYA YUpexaeHuss 03HAKOMJIEHBI ¢ TpeOOBaHUAMY o0ecreueHuss OTCyTCTBUS
BO3MOXXHOCTH TIpocMoTpa [IJ[H TpeTbUMM JIMIaM{ C MOHMTOPOB aBTOMAaTH3HMPOBAHHBIX
pabounx mecT (nanee — APM) mwix TepMUHAIIOB TIPH pa6ote ¢ ITJ1n.

PaGoTHukyr YupexaeHus O3HaKOMJICHBI C IpaBHJIaMU 3alllThI APM ¢ moMomuipio
GiokupoBkr  (komGuuamus  Ctrl+Alt+Del,  nanee BiiokupoBKka KOMNbIOTEPA;
KoMGuHanMs kaapum Win+L) npu 3asepuieHr# pabotsl ¢ 1IJTH.

PaGoTHUKM YUpeXAeHUs MpOMH(POPMUPOBaHbl 00 yrpo3ax HapyIICHHI pPEeXnMa
6e3omacHocT I1J[H 11 OTBETCTBEHHOCTH 3@ €r0 HapyIICHHC.




PaGoTHUKH YUpeKaeHUs O3HAKOMJEHBI € JIMCIUIUIMHAPHBIMU B3BICKAHUSIMU IIPHU
HapyIeHnn TpeboBanuii GesonacHoctr padoTe! ¢ I1JIH B COOTBETCTBHY C NEHCTBYIOLIIM
denepanbHBIM  3aKOHOJATENbCTBOM — Poccuiickort  dejiepanua B 00JIaCTH  3aLIUTHI
uH(GOpPMAIIUH U IEPCOHAIBHBIX JTaHHBIX.

KoHTpois 10 cobmofenmio pexuma OezomacHoct 06paboTkn IIH BO3IOXNKEH
Ha OTBETCTBEHHOIO B COOTBETCTBHH C IIPUKA30M FeHEPaIbHOIO IUPEKTOpa Y UpeimICHHS.

PaGoTHUKM ~ YUpeXJIeHWs, JONyIIeHHERle K  paboraMm ¢  TEXHMYECKHIMU
M KpUNTOrpagUuecKUMU CPEICTBAMU  3aIMMThl HH(POPMAIUHU, TPOXOIIT o0OyueHue
0 IpaBwiaM pabOThl, XpaHEHMs M y4eTa TEXHHIECKHUX U KpunTorpaguIecKux CpeycTB
sauuThl nHGopMarmu. OGydeHre NpoBoAUT OTBETCTBEHHBIM.

Jlomyck paGOTHUKOB YUpexJeHus K paboTe co CpeicTBaMu KpUnTorpahuIecKoi
3amUTHl MHGOPMAIUK IPOUCKOJUT Ha OCHOBAaHWM INpPUKA3a TEHEPAIBHOIO JHMPEKTOpa
YupexaeHus.

PaGOTHUKK YUpEeKIEHUS O] POCIUCH 3HAKOMATCS ¢ MHCTPYKUMSIMHY, HPaBUIaMU,
PYKOBOJICTBAMY, TPHHSTHIME TPOLEAypaMH pabOTHl C yCTAHOBICHHBIME  CPEACTBAMH
KPHUIITOrpapUUecKoi 3aIuThl HHGOpMAaLHHL.

PaGoTHuKM YUpeKIeHMs, MCIIOJIB3YIOLINE CPEICTBA KpUMTOrpapuyecKon 3aiyThl
uH(OPMAITIH, B 00S3aTEIBHOM TOps/IKe 00ECIeYNBAIOT MX COXPAHHOCTH M HE JOMYyCKAIOT
HCJI K HUM, HCKIIOYAIOT BO3MOKHOCTh MX YTEPU ¥ BEPOATHOCTD CIIONBE30BAHIS TPETHHMH
JTUIAMH.

PaGoTHUKA YupexueHHs O00sf3aHBl 6e3 TPOMEVICHHS COOOIaTh IeHEpalbHOMY
nupekTopy Yupexzenus U OTBETCTBEHHOMY 060 Bcex cayuasx paborsl B HCIIIH,
KOTOpBIE MOTYT TMOBJIEYb 3 CO6OH yrpo3y 6€301acHOCTH [1/1n.

PaGoruukam Yupexnenus SAITIPEINAETCA:

a) YCTaHABJIMBATH CTOPOHHEE IPOTPAMMHOE 00ECIICUCHHUE,

6) MOAKITIOYATE JMYHBIE MOOUIBHBIE YCTPOHCTBA M HOCHTENU uHbOpMaIHHY, a TaKkKe
3aICHIBATh HA HUX 3alllUIIaeMy0 HH(POPMAIIUIO;

B) pasiaInaTh 3allUIIaeMyro HHPOPMALHIO, KOTOpas cTajia UM M3BECTHA IIpH pabote
B VICIIJIH YupesxeHus, TPETEUM JIHIaM.

6. JOJDKHOCTHBIE OBSI3AHHOCTH
PABOTHUKOB (HOJII)SOBATEJIEﬁ HUCIIIn)
JIOJKHOCTHBIE  00SA3aHHOCTH none3oBaresied MCIIJIlH YupexacHus OIMCaHBI
B CJIEYIOIIMX OPraHN3allMOHHO-PACTIOPSAUTEILHBIX JIOKYMEHTAX:

» PYKOBOJICTBE OTBETCTBCHHOI'O 3a OpraHU3aluio 00paboTKH IEPCOHATBHBIX
JAHHBEIX ¥  BBHIIOMHEHME MEPOIPHATHH 1O  00ECIEUSHHUIO 0€3011aCHOCTH
IICPCOHAIBHBIX JIAHHBIX;

» PYKOBOJICTBE aJIMUHUCTpaTOpa nH(OPMAIMOHHOM 0€30I1aCHOCTH;

> PYKOBOJICTBE I10JIb30BATEIIS;

> MHCTPYKIMM [0 OPraHM3alldM peXuMa HOCTyNa B TOMCIICHHS, O MOpAAKe
JleHCTBHI TP HECAHKIMOHUPOBAHHOM IIPOHUKHOBEHMH B MOMCINCHHA M JIPYTHX
HEINTaTHRIX CUTYalUIX,




» [paBHiaX OLEHKH Bpela, KOTOPhIH MOXeT OBITh NPUINHCH cyOBbeKTam
IIEpPCOHANBHBIX JAHHBIX B Clly4ac HapyMICHHs TpeGoBaHmit 10 00paboTKe
1 oOecriedeHuIo 0e30IMacHOCTU IIEPCOHATBHBIX JaHHbIX,

> TosioskeHnH 06 06paBoTKe 1 3aIUTE IEPCOHANBHBIX JAHHBIX Y UPEKICHU,

> JIOJPKHOCTHBIX HHCTPYKIUSAX PAOOTHUKOB Y UPEeIKICHUS.

7. OTBETCTBEHHOCTH PABOTHHMKOB,
OBPABATBIBAIOIUX In B UCIIdu
['eHepaIbHEIH TUPEKTOp YUPEeXKIEHHs HA3HAYAET OTBETCTBEHHOIO 3a OpraHM3ariio
00paboOTKY TIEPCOHANILHBIX JaHHBIX M BBIMOJHCHUS MepOonpusITAl 10  00eCTeYeHnIo
6€3011aCHOCTH NEPCOHABHEIX JTaHHBIX.
OTBETCTBEHHBIH TONYYaeT YKa3aHHUs HEMOCPEICTBEHHO OT TeHEPanbHOro AMpEKTOpa
VupexaeHus ¥ NONOTYETECH eMy.
OTBETCTBEHHBIH 00s13aH:
a) OCYLIECTBIATh ~ BHYTPEHHHI ~ KOHTPOJL 32 coOMIoicHeM — pabOTHUKAMU
YupeskeHus 3aKOHOIaTeNbCTBa Poccriickon deepaliy 0 MEPCOHANBHBIX NaHHBIX, B TOM
qpcie TpeOOBaHMI K 3alIUTE IIEPCOHANBHBIX JIAHHBIX;
6) JOBOIWTE JI0 CBEJCHUS PAOOTHUKOB YUPEHKACHUS IIOTIOKCHIS 3aKOHOJATENLCTBA
Poccuiickoit ®efepallii O TMEPCOHATBHBIX NAHHBIX;- JIOKAIBHBIC akKThI II0 BONPOCaM
06paGOTKM TEPCOHANBHBIX NAHHBIX (IPHKA3bl, PYKOBOACTBA, UHCTPYKIUK), TPeOOBaHMU
K 3allUTE TePCOHAIBHBIX JTaHHBIX;
B) OPraHM30BEIBAT IIpHEM U 06paboOTKy obpameHuii ¥ 3alpocoB CyOBEKTOB
IIEPCOHANBHBIX JAaHHBIX WIM HX npefcTapureneit ¥ (WIM) OCYIIECTBIATH KOHTPOJIL
3a pEeMOM U 06paboTKO# TakuX 0OpalleHui U 3aIPOCOB.
Pa6oTHuKY YUpeKIeHUs 03HAKOMIICHBI C TEM, YTO:
> MOpaNbHBINA Bpel, IPHIMHEHHBIH CYOBEKTY MEPCOHATBHBIX JAHHBIX BCJICIICTBUE
HapyIlIeHus] ero IpaB, HApyMIEHUS NPABILI 00paboTKN MEPCOHAIBHBIX JaHHbIX,
a Taroke TPeOOBAHMH K 3aIIUTE IEPCOHATBHBIX NaHHBIX, IOMICHKHUT BOSMCILICHITIO
B COOTBETCTBHUH C 3aKOHOATENLCTBOM Poccuiickoi deepalun;

> BO3MEIIeHHe MOPAILHOTO Bpela OCYIIECTBISETCS HE3aBUCHMO OT BOSMCIICHHI
FIMyILIECTBEHHOIO Bpeia ¥ TOHECEHHBIX CyOBEKTOM TIEPCOHAIBHBIX JJAHHBIX
yOBITKOB;

» Wi, BUHOBHEIE B HapyIIEHMH HOPM, PETyJUPYIOMIHX IOIYy4CHUC, 006paboTKy

M 3aUTy [EPCOHANBHBIX JI@HHBIX, IIPUBICKAOTCA K IUCHAIITHHAPHON
M MaTepUalbHOM OTBETCTBEHHOCTH B TIOPS/KE, YCTaHOBJICHHOM TpynoBeIM
xozexcom Poccuiickoit Denepaluy ¥ HHBIME (eepanbHBIMU 3aKOHAMU, & TaKoKe
IIPUBIEKAIOTCS K TPaKIaHCKO-TPABOBOM, aJIMPHUCTPATUBHON U  yrOJOBHOH
OTBETCTBEHHOCTH B IIOPA/IKE, YCTAHOBIEHHOM (heiepaTbHBIMU 3aKOHAMH.

Jas pelreHus BOIPOCOB IO  PAacCIeNOBAHUIO HMHIMICHTOB H()OPMALMOHHON
GesomacHOCTH, BO3HUKIMX mpu  obpaborke I[I[{H 1 Apyroif KOH(UIEHIUAIBHON
MHGOPMAIMY, YHAYTOXCHMSA JIOKyMEHTOB, CONEPXAIUX  MEPCOHATBHEIC JTAHHBIE,
B YupesxIeHUH CO3/1aeTCsl KOMUCCHSL.




CocTaB KOMUCCHH YTBEPIKIAETCS MPUKA30M €HEPATBHOIO MPEKTOPa Y UPENICHUS.
B cocTaB KoMuccuy BKJHOYaeTcs OTBETCTBEHHBIM.

OTBETCTBEHHOCTh 3a HApyIIEHHE HOpM, PEryJMpyronmx o0paOOTKy M 3alluty
NEpPCOHANBHBIX JaHHBIX, M3JI0XKCHA B!

a) Komekce 006 aJMUHUCTPATUBHBIX IPABOHAPYIICHHUIX Poccuiickoit deneparuu
(KoAIl P®) — cratbu 5.27, 5.39, 13.11-13.14, 19.4-19.7, 19.20, 20.25, 32.2;

6) VronosHoM Kozekce Poccuiickoit denepanun (YK P®) — crateu 137, 140, 155,
183, 272, 273, 274, 292, 293;

B) TpymoBom Kozekce Poccuiickoit denepannn (TK P®) — cratsu 81, 90, 195, 237,
391.

8. PASMEINEHME IIEPCOHAJBHBIX JAHHBIX
CYBBEKTOB NIEPCOHAJIBHBIX JAHHBIX
HA O®UIINAJBHOM CAUTE YYPEXKIEHUSA

YupexaeHue, B COOTBETCTBUH C 3aKOHOMATCIbCTBOM Poccniickoit ®enepanum,
YMeeT TPaBO Pa3MeINarh Ha OQUIUANBHOM caifTe YUpenraeHus, HaXonAMuMes 110 azpecy:
https://www.stadiumkgd.ru, creayromue MEpCOHANBHEIC  TAHHBIC 0e3 MHCHbMEHHOTO
coryiacus CyobekTa epCOHAIBHBIX JaHHBIX:

> CBeJICHHS O TeHEPAIbHOM JIUPEKTOpEe Y UPEKIeHus, €T0 3aMECTUTEIIAX;

» CBeJIeHUs O PyKOBOUTEISIX CTPYKTYPHBIX TOJPa3eIeHIH (py ¥IX HAIUYUN);

> CBeJIeHUs O IEPCOHATRHOM COCTaBe PAGOTHHMKOB (C yKa3aHMEM, C X COTJIACHi,

ypOBHS 06pa30BaHILs, KBaTU(QHUKAIIE U ObITA paboThl);

> uHyl0 WHGOPMAIMIO, KOTOpas pasMmeriaeTcd, OIyOJIMKOBBIBAETCSL 10 PEIIEHHIO

Vupexxaenus, 1 (Wix) pasMEIICHHC, onyOJMKOBaHHE KOTOPOW  SABJIACTC
oBs3aTebHBIM B COOTBETCTBIN C 3aKOHOIaTelbeTBoM Poccuiickoi Ddezeparum.

Omny6uKoBaHME CBEICHMI O CyOBeKTe IEPCOHANBHEIX JIAHHBIX (B TOM UHCIE €ro
doTorpadun, a TaKKe BHUACO3ANHCH WIM MPOU3BCACHU n300pa3uTEeILHOTO UCKYCCTBA,
B KOTOPHIX OH M300paXKEH) NPOU3BOJUTCS TOJIBKO IOCIE IOJYICHI MMMCbMEHHOTO
corjiacys, 3a MCKIOUCHHEM HH(pOpMaluy, pasMCIICHHC U OIyOJIMKOBaHUE KOTOPOH
JBIISETCS OOA3ATEIBHBIM B COOTBETCTBUM C 3aKOHOIATENhCTBOM Poccuickon denepanun,
OT CyOBeKTa TEPCOHANBHBIX NAHHBIX WIM €0 3aKOHHOrO HPEICTABUTEN, C yKa3aHUEM
B COIJIacHM IIepedHs TEepCOHAJIBbHBIX JAHHBIX, KOTOPBIC OyayT OILyOJIMKOBAaHBI
Ha 0(GUIMAIBHOM CaiiTe YUperKACHUS.

VuypexaeHue HUMEET IPaBo pPa3MeIlaTh u300pakeHmsT CyObeKTa IepCOHaIbHBIX
JaHHBIX Ha OQHIMAIEHOM CaiTe (B TOM YUCIIE €r0 dororpaduu, a TakKe BUICO3ANUCH U
TIPOM3BECHIST M300pasUTEbHOTO UCKyCCTBA, B KOTOPBIX OH n3o0paxkeH) 0e3 coriacusd
cyOBeKTa B ciIydasx, Korja:

> HCIIOIp30BaHUE M300paKEHUS OCYIICCTBICTCA B TOCY TapCTBCHHBIX, OOIIECTBEHHBIX

WJIA MHEIX ITYOJMYHBIX HHTEPECAX;




» m3o6paxenne cyGbekTa MEPCOHANBHBIX JAHHBIX TOJIYYEHO NP ChEMKE, KOTOPas
POBOJUTCS B MECTaxX, OTKPBITBIX JUIsL CBOOOHOTO IOCCIICHHA, MM Ha
MyOIMYHBIX MEPOIPUATHAX (COOpaHMSX, ChE3JAX, KOH(pEpEeHIMAX, KOHIEPTax,
pEJICTABICHISX, CHOPTUBHBIX COPEBHOBAHUAX U MOI0OHBIX MEPOIPHATHAX),
3a MCKIIOYEHHMEM CIIydaeB, KOrja TaKoe H300paKeHHe ABJIAETCS OCHOBHBIM
00BEKTOM HCIIOJIB30BAHN,

» cyOBEKT MepCOHATBHBIX JJAHHBIX TIO3UPOBAIl 32 TIIATY.

[lyGiMuKalus TEPCOHANBHEIX JIAHHBIX CYOBEKTa NEPCOHANBHBIX JIAMHBIX, ISt
HEOTPAHMYEHHOTO KPyra JIMI, TPOM3BOMMUTCS YUPENKAEHUEM TOIBKO MOCIE IIOJTyYEHHSI
y cyOBeKTa [EpCOHANBHBIX JAHHBIX COIVIACHS, B KOTOPOM CyOBEKT MEPCOHAIBHBIX JaHHBIX
OJIHO3HAYHO OIIPEJENII KaTeErOpUK CBOMX TEPCOHABHBIX NaHHBIX, npez[Hasﬂaqeﬁme TUIsL
pacIpoCTpaHeH:s HEOTPAHIMYCHHOMY KPYTY JIHILI.

3a HapylleHne TpeOOBaHUM 110 Pa3MELICHUIO CBe/IeHUI 0 CyOBeKTe IMePCOHAIBHBIX
J@HHBIX B CETAX OOIIEro J0cTyna YupeXk/EHUe HeCeT OTBETCTBEHHOCTH B COOTBETCTBUM
C HOPMATHBHBIMH IIPABOBBIMU aKTaMU Poccuiickoit @enepanuu, NEpPEeIUCICHHBIMU
B paszeiie 7 HacTosmel [[oNUTHKY.




